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Context

Systematic resort to simulation in the aerospace industry.

Study of all the characteristics of complex systems before even
considering of undertaking them.

o Generation of gigantic quantities of data : necessity to have an
analysis assistance tool.

o ONERA has a recognised expertise in distributed simulation :

o work on intention recognition initiated in 1998,
o during a former Ph. D. [BER09] (2007-2009), development of an
analysis and behaviour recognition tool.
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Main goals

e Aim : activity recognition in the framework of complex problems.

o informatics security
o supervision of medical environments

o Necessity of simulations since experiments may not be undertaken
(because of criticality and cost for aerospace systems)

o make use of the important quantity of data produced by the simula-
tion in which numerous systems interact,
o possibly, react to the data.
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An example : consistency of an unmanned aircraft system in case

o High criticality of the system — need for strong guarantees.

o Very dynamic and highly complex data flow, be it between the
agents of the system or between several systems.

@ Aim : overseeing the consistency of the system in case of failure(s)
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An example : consistency of an unmanned aircraft system in case

o High criticality of the system — need for strong guarantees.

o Very dynamic and highly complex data flow, be it between the

agents of the system or between several systems.

@ Aim : overseeing the consistency of the system in case of failure(s)

) 1
P
TC BACK !
UA
. Te
Voice & Voice
Voice Telemetry
& Voice

ATC Urgency mode

I' INCONSISTENT SITUATION !'!

, Ariane Piel

3/20



Outline

@ Chronicles : a behaviour detection formalism

@ Coloured Petri nets

© A chronicle recognition model




Chronicles : a behaviour detection formalism

@ Chronicles : a behaviour detection formalism

@ Coloured Petri nets

@ A chronicle recognition model




Chronicles : a behaviour detection formalism

Formal activity description, the chronicle language

a single event A
e a disjunction Cy || G, : at least either G; or G,.

e a conjunction C;& G, : both C; and G, in any order, possibly

intertwined.
o a sequence C; G, : (; followed by G.
@ an absence (C;) — [(,] : C; without G, occurring during the

recognition of Cj.

ssing, Ariane Piel 4720




Chronicles : a behaviour detection formalism

Formal definition of the chronicle language

Let 91 be a countable set of single event names.
The set X(91) of chronicles over 9 is defined inductively by
these inference rules :

AeNn

A X0 X0 (name)

C € X(‘ﬁ) G e X(‘ﬁ)
G || GeX(M)

C € X(‘ﬁ) G e X(‘ﬁ)
G&G € X(M)

(disjunction) (conjunction)

C1 S X(‘ﬁ) Cz S X(‘ﬁ)
G Ge X(‘ﬁ)

C1 € X(‘ﬁ) Cz € X(‘)“t)
(G) = [G] € X(M)

(sequence) (absence)
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Chronicles : a behaviour detection formalism

Chronicle recognition

The recognition set of C over flow ¢ until instant d, denoted R¢ (¢, d),
is defined by induction as follows :

o if C=AecM, then
Ra(p,d) ={(e,t) : i p(i) = (e,t) ANe=ant <d}

° Rgjic(e,d) ={(r,L) :r € Re,(p,d)}
U {<J_,I’> “re RCz(QO’ d)}

o Raac(p,d)={(n,n):n €Rq(p,d)Arn e Reg(p,d)}

° RC1 Cz(@’ d) = {<r1’r2> tne RC1(<)07 D) Ar € RC2(<)07 d)
A Tmax(rl) < Tmin(r2)}

o Ric)-ici(w,d) ={n :n € Re(p,d) AVr2 € Re, (i, d)
( 7—min(rl)> Tmin(r2) V Tmax(rl)g Tmax(r2) )}
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Chronicles : a behaviour detection formalism

An example : chronicle (A&B) — [D]

Let a,b,d and e be events of € such that v(a) = A,v(b) = B,
v(d) =D et v(e) = E.

Consider chronicle C = (A&B)—[D] and flow ¢ = (a, e, b,a,d, b, a, a)
where ¢ = [1,6].

RC(9078) - {<1’3>7 <473>7 <776>7 <87 6>}
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Chronicles : a behaviour detection formalism

A recognition model

A coloured Petri net recognition model built by induction :
for any given chronicle C, a Petri net N(C) computing the re-
cognitions of C

— modularity constraint

— determinism, in the sense that the nets always have to provide,
given an event flow, the same recognitions

— maintaining concurrency
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Coloured Petri nets

Why coloured Petri nets ?

@ a concurrent framework
@ a modular framework

o to map the structure of the language

@ a tool to visualise executions and check properties




Coloured Petri nets

CPN definition 1

A non-hierarchical CPN is a tuple (P, T,A,B,V,C,G,EX,I) :
@ P is a finite set of places.
@ T is a finite set of transitions such that PN T = ().
Q@ ACPXxTWT x Pis a set of directed arcs.
O B is a finite set of non empty colour sets (types).
@ V is a finite set of typed variables such that : Vv € V Type|v] € B.
Q@ C: P—Bis a colour set function assigning a colour set to places.
@ G : T—Expry(y, is a guard function.
Q EX A= Exprs(y) is an arc expression function.
O /: A — Expry(y) is an initialisation function.

K. Jensen and L. M. Kristensen, “Coloured Petri nets : modelling and
validation of concurrent systems”, Springer, 2009.
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Coloured Petri nets

CPN definition

A non-hierarchical CPN is a tuple (P, T,A,B,V,C,G,EX,I,B) :
@ P is a finite set of places.
@ T is a finite set of transitions such that PN T = ().
QO ACPXxTWT x Pis a set of directed arcs.
Q B is a finite set of non empty colour sets (types).
Q Vs a finite set of typed variables such that : Vv € V Type[v] € B.
Q@ C: P—Bis a colour set function assigning a colour set to places.
@ G : T—Expry(y, is a guard function.
O EX:A— Expry(y, is an arc expression function.
O /: A— Expry(y) is an initialisation function.

@ B C P x Tis a set of directed inhibitor arcs.
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Coloured Petri nets

A modularity mechanism : place fusion

@ strong constraint : requirement that the model be compositional so
as to map the inductive structure of the chronicle language.

o In [CP92], definition of Modular CPN MCPN = (S, PF, TF).

S. Christensen and L. Petrucci, “Towards a modular analysis of
coloured Petri nets”, ATPN, 1992.

o Problematics of the definition of place fusion :

o compositional model — fusion of MCPN instead of CPN
o CPN Tools functionality : change of initial markings and-initiat
types after a place fusion.

o Accordingly, modification of [CP92] to define MCPN, MCPN fusion,
and the resulting CPN.
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A chronicle recognition model

Design stages

1st model :
o modular model
@ one token in each place containing lists of recognitions
@ non-deterministic : necessity to define a transition firing strategy
@ non-concurrent
@ no event flow management

P. Carle, C. Choppy, and R. Kervarc, “Behaviour recognition using
chronicles”, TASE, 2011.

P. Carle, C. Choppy, R. Kervarc, and A. Piel, “Behavioural analysis for
distributed simulations”, APSEC, 2012.
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A chronicle recognition model

Design stages

2nd model : transition to multi-token nets
o modular model
@ one token for each recognition

o first control structures

beginning of some concurrency

@ no event flow management
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A chronicle recognition model

Design stages

3rd model : adding a control structure for event flow management

o modular model

o one token for each recognition
o deterministic model

@ concurrent model

o event flow management

' P. Carle, C. Choppy, R. Kervarc, and A. Piel, “A formal coloured Petri net
model for hazard detection in large event flows”, APSEC, 2013.
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A chronicle recognition model

INT INT
1
Fusion 141 INT MKdINT
~1,~1
cpt @ Forget )
INT IndChronInst usion

cpt

INT
@ R = @ o
) IndexedEvent 1°(E(a),2)++
CRhal 1‘§Ega;,1;++
e IN A 1°(E(c),3)++

17(E(c),4)++

INT INT IndChroninst 1'(E(a),5)

Fusion 143 I

event counter (CPT)

PresentA
Fusion 122 1
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A chronicle recognition model

Icurr

(curr::lcurr)

init

anfold Icurr

[test_old ini curr]

IndChronln:
Sta

1°(E(a),2)++
1°(E(a),1)++
17 (E(c),3)++
1°(E(c),4)++
1°(E(a),5)

[negGuard cufr cpt (E a)

ad curr cpt (E a) currlevt]

addChecke

IChronlnstList

Icurr

addChecked Icurr curr cpt
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A chronicle recognition model

Token splitter

© ., init
- N
B 1 (Unfold lcurr ([]'MdChronInst
init Start
[notGuard curr evt cpt] curr CUrT [Guard|curr evt cpt]
Y IndexedEvent Y
No Yes
evt evt
addChecked Icuffr curr cpt lcurr cpt cpt curr
INT
curr
PutBack [1 Present toBeTreated
pt IndChronInst

ot i A AlndchronInstList
INT lcurr (0]

~ >
- Treatment
addChecked Icurr curr cpt
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A chronicle recognition model

Main structure of the building of the nets

Nets will be built in 2 steps :
@ main mechanism of the recognition process N'(C)
@ fusion with the event counter CPT to build N(C)

N(C) = Fusion({N’(C), CPT}, {(Go(CPT), {Go(CPT), Go(C)}),
(Present(CPT), {Present(CPT), Present(C)}),
(End(CPT), End(CPT),End(C)})})
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A chronicle recognition model

Sequence and disjunction on chronicle A || (B A)

INT.

L A= o2z
Forget
Forget 9

Fusion 142 ] IndChronlnst
lndChronlns( AR

exe @"‘d ent
1@ (Fusion 144 Indexedgvent @ 1 (ED))++
@ TEDD++ 1 (Eb)2)++
i E012° _-, e
[Fusion 165] IndChroninst InﬂChmn"\S‘
b 143
1) Fusen 167] ”5"’"‘ ST

oo MKdINT
Forget t

IndChronlnst
1 (E(b), 1) ++

Nt
. 0.0
1

INT 1 (Eb).2++

- (Fusion 1297 1'(E(a).3)
[Fusion 166 ] IndChronInst
@ [




A chronicle recognition model

Absence on chronicle (A B) —

(chgWin ini inst, cl) (maxi back ini,cpt)

Update | Wln\Be )
T ot PR Ta2]
cpt

MKdINT
lndchmnlnst
INT
—
INT TEb)2) O
o o)
[Fusion 143] IndChroninst TEQO T lnﬂCnmnInst

T(E(d)S5)
= -. ... s
[Fusion 164] 1(E().3)++
1'(E(a).6)++
T(E(b)2)r+

INT | [Fision 1677 MKdINT IndChroninst :g:m«

EndFort e 7y
[Fosontes] Forget “ @ TEQ A
[ (Fuslon 142 i TEWDS)

INT
1 () w2,
IndexedEvent

a 1'(E(a).3)++

B 1'(E(a).6)++
T(E().2)++
INT IndChroninst T(E()4p+

3 T(ED)T)
TE) )
Foon 122 [ TEQDS)

Usion 122




A chronicle recognition model

o regardless of the order in which the enabled transitions are fired,
always the same recognitions after each event

@ concurrency retained
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A chronicle recognition model

Conclusion and perspectives

o a formal framework for behaviour recognition using CPN with inhibi-
tor arcs and place fusion

@ strong constraints on the model :

o compositionality,
o determinism,
o concurrency

o extend the construction of the nets to other constructs of the chro-
nicle language (continuous time constraints, dealing with event enri-
ched with attributes, .. .)

o prove the adequacy of the Petri net model with the set semantics of
chronicles

@ put to use our Petri net behaviour recognition model for applications
in the aerospace industry
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